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Did you know… 

What year was the first ransomware attack?

Bonus Questions

Who was the author, and what was the attack?

Author – Dr Joseph Popp
Year deployed -- 1989

Delivery: Distributed via floppy disks labeled "AIDS Information –
Introductory Diskettes".

The Trigger: After a user rebooted their computer 90 times, the malicious 
program hid directories and encrypted file names, rendering the data 
inaccessible.

The Ransom: Victims were instructed to mail a
payment to PC Cyborg Corporation at a post office box in Panama.
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Ransomware is no longer an IT issue.

It’s a Business interruption and financial risk problem

Average Impact Includes:
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Ransomeware: A Shared Threat
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Why Is Ransomware Resilience Mission Critical?
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Traditional Security Stack

Critical Assets / Data

Defense-in-Depth Architecture



Customer Challenge
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THE PROBLEM IS …

You can’t have100% protection - 100% of the time.

Prevention-Only Strategies Require That …

 You’re 100% Effective100% of the Time

 On 100% of Your Attack Surfaces

 Against 100% of Threats, That Are Forever Evolving In Their 
Sophistication

What you require is Ransomware Resilience.
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Enhanced Security Stack

Critical Assets / Data

Ransomware Containment at the Core
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 7,000 expected ransomware attacks by the end of 2026, up by 2,000 attacks 
since 2024.

 A recent survey says over 50 percent of small businesses have reported a 
cyber incident.

 We are the 2nd most attacked country in the world.

 We experienced 30 significant breaches in 2025 – 6.7% of significant worldwide 
breaches. 

 IT makes up 18% of attacks. Transportation is 13%.

Canada Has a Ransomware Problem
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Operational Impact of Ransomware

Source: The State of Ransomware Report 2024 by Sophos 
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Not another Endpoint Solution

The Ultimate Companion
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Evolution of Ransomware Prevention
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The Cyber Kill Chain



We’re Bullwall – Last Line of Defense
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Our Mission

TO FIGHT THE IMPACT OF RANSOMWARE WORLDWIDE

BullWall is committed to helping customers address the major concern 
that is Ransomware 



Businesses need to Prioritize Recovery and Resilience
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A cybersecurity strategy that disproportionally focuses on prevention is unsustainable and ineffective. 

Containment is a key component to resilience.



Last Line of Defense

Corporate FirewallSecure Email Gateway Web Gateway

External Traffic

Perimeter Protection

First Line of Defense (Prevention-based)

Data Storage & Critical IT Infrastructure

L
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How RC Fits with your existing Security Stack

All trademarks are property of their respective owners. All company 

names used in this presentation are for identification purposes only.



Protecting Critical IT Infrastructure

© 2017 Ricoh USA, Inc. All Rights Reserved. 18



Bullwall Ransomware Containment
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UNDERSTAND THE 
CONSEQUENCES: LIVE 

EXERCISECALCULATING 
THE COST OF

20



1.Sign up for a free Ransomware Assessment ($1,000 value) for BCASBO
conference attendees (must sign up at booth)

2.Register for a special invitation only webinar

3.Discover how Ricoh can help your organization work smarter, faster and 
more securely

Call to Action



Ransomware Assessment

Step 2 - Simulation

See how your network 
reacts
Experience RansomCare in 
your environment

Are your existing tools 
effective?

Step 1 - Preparation

Approx. 30 
minutes

Follow 
prerequisites

Setup test 
share

Step 3 - Outcomes

Reporting 
available

500+ assessments 
completed

Understand your 
resilience to an 
encryption outbreak



Questions?



Thank you.




