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	About This Template (Delete Before Adopting)

This Sample Enterprise Risk Management (ERM) Framework Template is part of an ERM Toolkit designed to be lightweight and practical for lean central office teams in small and medium-sized school districts. An accompanying ERM Guide provides step-by-step support for using this framework document.
Text appearing in highlighted boxes (like this one) should be deleted once the Framework is customized and adopted by your school district.

Using This Template
This Sample ERM Framework is a starting point for building or refreshing your district’s ERM practices. It provides enough structure to introduce ERM even if no formal policies or procedures are currently in place.

Shaded fields indicate where districts should make local decisions to reflect their own governance structures, reporting needs, and capacity.

Although the sample text assumes a typical district governance model, the roles and descriptions are meant as guidance, not requirements. Districts should adapt the content so that responsibilities, reporting lines, and processes align with their local context.

Once customized, this Framework can also be used to inform Terms of Reference for the Board or any committees overseeing risk.

Key Features
· Simple to use since there is no need for special software or complex administration.
· Aligned with provincial requirements (School Act, budgets, Ministry reporting).
· Integrated with existing planning and reporting cycles.
· Owned and maintained by a small leadership team (Superintendent, Secretary-Treasurer, Board of Education).

Compliance and Alignment
This framework supports compliance with:
· Framework for Enhancing Student Learning (FESL)
· School Act (RSBC 1996, c. 412)
· Public Sector Accounting and Reporting Standards
· BC Ministry of Education and Child Care reporting requirements
It also aligns with core enterprise risk management principles outlined in ISO:31000:2018 and the COSO ERM Framework: integration, governance accountability, continuous improvement, and proportionality to resources.
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[bookmark: _Toc215147128]Purpose of the ERM Framework
The purpose of this Enterprise Risk Management (ERM) Framework is to provide a structured and consistent approach to identifying, assessing, managing, and monitoring risks that could affect the District’s ability to achieve its Strategic Plan objectives, Framework for Enhancing Student Learning (FESL) outcomes, and core business objectives. 
ERM supports the District’s mission to [insert district-specific text, e.g.: provide safe, equitable, and high-quality learning environments] by helping leaders make informed decisions, allocate resources effectively, and strengthen accountability and transparency.
[bookmark: _Toc215147129]Compliance and Alignment
This framework supports compliance with:
· Framework for Enhancing Student Learning (FESL)
· School Act (RSBC 1996, c. 412)
· Public Sector Accounting and Reporting Standards
· BC Ministry of Education and Child Care reporting requirements
It also aligns with core enterprise risk management principles outlined in ISO:31000:2018 and the COSO ERM Framework: 
· Integration
· Governance accountability
· Continuous improvement
· Proportionality to resources
[bookmark: _Toc215147130]How ERM Strengthens Decision-Making and Strategic Alignment
Enterprise Risk Management (ERM) is a holistic and integrated approach to understanding and managing uncertainty across the entire District. It provides a common language and process for identifying, assessing, and responding to risks and opportunities that may influence student learning, operations, and organizational sustainability.
ERM connects people and decisions across all levels (board, executive, schools, and departments) by creating a framework for lateral, top-down, and bottom-up communication about risk. This ensures that information flows freely between classrooms and boardrooms, allowing the District to anticipate challenges, align resources, and act with confidence.
As a strategic enabler, ERM supports decision-making at every level of the organization by helping the District to:
· Link risk information and decisions to strategic priorities ensuring that planning budgeting and operations are risk-informed and results-focused.
· Enhance decision-making through timely evidence-based insights that balance innovation with stewardship and compliance.
· Promote a proactive culture where staff and leaders identify and address emerging risks before they escalate into issues.
· Strengthen accountability by clarifying ownership of risks and controls and embedding oversight into governance and reporting.
· Support continuous improvement by capturing lessons learned and feeding them back into strategic and operational cycles.
Through ERM, the District builds a more resilient, transparent, and agile organization; one capable of navigating uncertainty while maintaining its focus on student success and community trust.
FESL and ERM
Under FESL, every district must maintain a multi-year strategic plan with its central goal being the improvement of student learning outcomes.
That strategic plan guides alignment of departmental operational plans, including Finance, Human Resources, Information Technology, Engagement and Communications, and Facilities Planning, toward this goal.
An effective ERM program helps identify and manage risks that could divert focus or resources from improved student learning. It enables the district to stay on course with strategic and coordinated implementation so that decisions, investments, and reporting all reinforce student learning priorities.
[bookmark: _Toc215147131]Governance & Roles
Risk governance and risk management are both a part of ERM. Risk governance focuses on direction and oversight. Risk management focuses on delivery and reporting. Everyone in the District has a role in the ERM framework. The following table describes their roles and responsibilities:
Table: Roles and Responsibilities
[Sample text provided in the table. Districts should identify roles and responsibilities that are sustainable and grounded in current practices. Note that changes to this table will require changes to roles referenced throughout this Sample ERM Framework Template.]
	Role
	Responsibilities

	Board of Education
(The “Board”)
	· Approves ERM Framework
· Reviews, annually, key district risks, e.g. top 5 district risks
· Ensures integration with strategic and budget decisions

	Audit & Risk Committee
(If one does not exist, responsibilities are assumed by the Board)
	· Reviews risk information in context of budget, audit, and exposure to liabilities.


	Superintendent
	· Responsible for supporting the adoption of ERM by the district. 
· Works with the Secretary-Treasurer to Integrate ERM with strategic planning, budgeting, operational plans, and FESL reporting.

	Secretary-Treasurer (or delegated to an ERM Coordinator function)
	· Accountable for ERM implementation
· Translates Board direction on risk to operational decisions
· With the ERM Coordinator, shares responsibility for coordinating risk identification and reporting.
· Oversees strategic, financial and operational risk management.

	ERM Coordinator (or Secretary-Treasurer if one is not designated)
	· Collect risk reports, review and monitor treatment activities.
· Responsible for coordinating the enterprise risk management process.
· Maintains the District’s risk register.

	Department Leads
“Risk Owners”
	· Work with their staff to identify and manage school or departmental risks.
· Report key risks to the ERM Coordinator as part of the process described in this Framework and ad hoc.
· Understand risks within their roles and follow policies and procedures to manage them.


[bookmark: _Toc215147132]District Goals
The School District has goals and compliance objectives defined by its strategic plan, operations planning, legislation, policies, bylaws, regulations.
These are summarized here for reference and alignment:
	Sample Goals and Compliance Objective statements:
· Student safety and well-being: Provide a safe and inclusive learning environment
· Financial stewardship: Use district resources responsibly to ensure long-term stability
· Educational innovation: Foster a culture of continuous improvement and innovation in teaching and learning, supported by appropriate technology and professional development
· Community trust: Cultivate and maintain strong collaborative partnerships with families, staff and community to support student growth and achievement.
[Districts should identify their own strategic goals and compliance objectives from local strategic and operational plans and replace the sample text above with their own wording. Grounding the Framework in locally defined objectives ensures that risks are assessed in relation to what matters most to the district.]
[If available, the District may hyperlink or append the relevant plans to this Framework]



Grounding our ERM program and processes in these objectives ensures a common understanding across the School District of strategic and organizational priorities and how to frame risk identification. In ERM the focus is on uncertainty impacting ability to achieve goals/objectives.
[bookmark: _Toc215147133]Risk Appetite (Simplified)
Risk Appetite goes to the heart of how ERM integrates with governance and strategic planning. It is the direction from leadership that helps guide risk decision-making and frames reporting risk management performance. Risk appetite expresses how much uncertainty the Board of Education (Board) is willing to accept.
Risk appetite should be simple, transparent, and linked to board-approved Goals and Compliance Objectives.
Risk appetite is determined collaboratively between the Board and the Senior Leadership Team (Superintendent and Secretary-Treasurer) as part of the strategic planning and budget cycle.
Risk appetite is set and/or reviewed during planning:
· Management discusses adjustments with the Board.
· Changes are approved by Board motion.

	Sample plain-language risk appetite statements:
· Student safety and well-being: We have no appetite for unmanaged risks that could harm students.
· Financial stewardship: We have low appetite for uncertainty and will live within our means and avoid deficit budgets.
· Educational innovation: We have a moderate level of risk appetite and are willing to try new approaches, provided student safety and finances are protected.
· Community trust: We value transparency and have a low-risk appetite regarding our reputation.

[Districts should define their own risk appetite statements in plain language that align with local goals and priorities. The sample statements above are examples only and should be reviewed and adapted with the Board during the planning and budget cycle.]


[bookmark: _Toc215147134]Practical Application of Risk Appetite and District Goals 
Risk appetite supports decision-making and connects directly to strategic and operational goals. It shows how different levels of appetite can guide how decisions are made across functions such as education, finance, facilities, and innovation.
Table: Risk Appetite Levels Defined
[Sample text is provided in the table below. The text is designed to be ready-to-use for districts introducing ERM. Districts may amend the Example Applications to better reflect their local context.]

	Level
	Appetite Descriptor
	Meaning for Decision-Making
	Example Application

	1. No Appetite
	Minimal tolerance for uncertainty or potential harm.
	Decisions prioritize safety, compliance, and control. Only minimal risk is acceptable, even if opportunities are limited.
	Student safety, legal compliance, and privacy.

	2. Low
	Preference for stable and predictable outcomes.
	Risks are accepted only if well understood and mitigated. Focus is on stewardship and accountability.
	Financial management, facilities maintenance, reputation.

	3. Moderate
	Willingness to take calculated, informed risks to improve outcomes.
	Some uncertainty accepted if potential benefits (e.g., innovation, efficiency) clearly outweigh downsides.
	New programs, technology pilots, partnerships.

	4. High
	Comfort with uncertainty in pursuit of significant improvement or transformation.
	Risk-taking encouraged when evidence shows strong potential for learning, growth, or system-wide impact. Controls remain in place, but flexibility is emphasized.
	Educational innovation, strategic transformation initiatives.



[bookmark: _Toc215147135]Risk Categories
Risk categories are themes to organize the District’s list of risks. These help with organizing information, identifying themes and reporting on risk management activities. Defining the risk categories by what may cause the risk event (risk driver) is a good practice since it will support identifying and implementing risk treatments.
Risk categories should be defined by the sources or drivers of risk, not by the symptoms or outcomes. Combining risk drivers with management accountability helps to make sure that the categories are both conceptually sound and practical for reporting.
Table: Risk Categories
[Sample text is provided in the table. Districts should replace with Categories, Risk Drivers, and Primary Accountability roles that reflect local context. Note that changes to this table will require changes to other Sample Templates in the ERM Toolkit]

	Example Category
	Example Risk Drivers
	Example Primary Accountability

	People & Culture
	Workforce availability, labour relations, health & safety, leadership capacity
	HR / Superintendent

	Financial Sustainability
	Funding volatility, enrolment changes, cost pressures
	Secretary-Treasurer

	Governance & Compliance
	Board conduct, regulatory obligations, health & safety, WorkSafe, audit findings
	Board / Superintendent

	Educational Program Delivery
	Curriculum changes, inequitable outcomes, service disruption
	Superintendent / Learning Services

	Facilities & Infrastructure
	Aging buildings, deferred maintenance, environmental factors
	Operations / Facilities

	Technology & Data
	Cybersecurity, privacy, system reliability
	IT / Privacy/Secretary-Treasurer

	Reputation & Community Trust
	Public confidence, transparency, communications, relationships with Nations & partners
	Superintendent / Board

	Political & social climate
	Government policy, socio-economic trends
	Superintendent / Board

	Physical climate & environment
	Natural disasters, wildfires, floods, extreme heat, pandemics
	Superintendent



[bookmark: _Toc215147136]Risk Management Cycle
The risk management cycle is a process that is an integral part of the District’s business cycle and not a separate, administrative task. The diagram below outlines the risk management cycle.
1. Identify
2. Assess & Prioritize
3. Treat 
4. Monitor & Review
5. Report & Communicate

Each component of the cycle is integrated into the District’s business processes as described below.
The Secretary-Treasurer/ERM Coordinator works with Department Leads (Risk Owners) throughout the risk management process. 

[bookmark: _Toc215147137]Step 1: Risk Identification
1. Identify
2. Assess & Prioritize
3. Treat 
4. Monitor & Review
5. Report & Communicate


A risk is an event which has not occurred. It is an uncertainty in the future. Risk identification is a different practice from issues management, incident reporting, and audit since these all focus on past events. 
In the context of ERM, risk identification focusses on uncertainties which may impact strategic or critical business functions. Risk identification is a forward-looking process to support planning and budgeting.
Risk identification is done in the context of the district’s strategic objectives and business requirements. The process should consider emergent risks and risks that may be identified outside of the regular, compliance-based risk management processes.
The Secretary-Treasurer/ERM Coordinator leads the ERM process and works with risk owners to ensure risk information reflects operational realities.
As part of the business cycle, the Secretary-Treasurer/ERM Coordinator, with risk owners, will formally review and update the description and status of previously identified risks, as well as connect with department leads on the identification of new/emergent risks.

The formal process should:
· Identify emerging and known risks that could affect the District’s objectives, including performance goals and timelines;
· Consider external and internal risk drivers in the risk categories identified by the district (see Previous Section);
· Assign an individual risk owner for each risk; and
· Document the risks in the Risk Register (Template Appended).

[bookmark: _Toc215147138]Step 2: Risk Assessment & Prioritization
1. Identify
2. Assess & Prioritize
3. Treat 
4. Monitor & Review
5. Report & Communicate


With limited budgets and resources, not all risks can be managed, and so prioritization of which risks to manage and to what degree is important. The risk assessment process combined with risk appetite direction guides this prioritization.
A risk assessment is the analysis of the likelihood and potential impact of risks either identified in step 1 or up for review per step 4. 
A risk event is assessed on its likelihood and impact to the district’s strategic and/or business objectives. To calculate the risk’s rating, its likelihood score is multiplied by its impact score.
Risk Rating Scale Defined (See Appendix 1 for full definitions and examples)
	
	Impact
	Likelihood

	5
	Catastrophic
Major, long-term harm or failure
	Almost Certain
Expected to happen regularly

	4
	Major
Serious disruption or reputational impact
	Likely
Will probably happen during this planning cycle (at least once in 3-5 years)

	3
	Medium
Noticeable but manageable disruption
	Possible
Might happen occasionally (once in 5-10 years)

	2
	Minor
Small, localized effect
	Unlikely
Not expected, but possible (once in 10-20 years)

	1
	Low
Minimal effect
	Rare
Very unusual or unprecedented (once in 20+ years)



The risk rating resulting from likelihood X impact helps to determine whether the risk is Very Low/Low/Moderate/High/Extreme. This rating is useful for senior management to use the direction from risk appetite to prioritize risk management activities and resources. 
For example:
· if there is a high appetite for a specific risk and the risk scores at a moderate level, further risk treatments may not be needed; or
· if it’s determined that there is moderate appetite for a specific risk and it is assessed as low, then it may be over-managed, and resources could be reallocated.
Risk Matrix
	
	
	
	Impact

	
	
	
	Insignificant
	Minor
	Medium
	Major
	Catastrophic

	
	
	Rating
	1
	2
	3
	4
	5

	Likelihood
	Almost Certain
	5
	Moderate
	Moderate
	High
	Extreme
	Extreme

	
	Likely
	4
	Low
	Moderate
	Moderate
	High
	Extreme

	
	Possible
	3
	Low
	Moderate
	Moderate
	Moderate
	High

	
	Unlikely
	2
	Very Low
	Low
	Moderate
	Moderate
	Moderate

	
	Rare
	1
	Very Low
	Very Low
	Low
	Low
	Moderate



The Secretary-Treasurer /ERM Coordinator leads the assessment, assigns the risk ratings, and ensures their documentation in the risk register. This is done in collaboration with staff who would be responsible for reporting on and/or implementing risk management activities, i.e. risk owners.
The risk assessment process should:
· Rate new risks, including emerging risks, per the risk matrix (see below); and
· Review existing risks, to see if they are still relevant and if their ratings are still accurate.
Document the risks in:
· the Risk Register (Template Appended)
· for prioritized risks, document in the Risk Action Plan (Template Appended)

[bookmark: _Toc215147139]Step 3: Treat with Risk Action Plans
1. Identify
2. Assess & Prioritize
3. Treat 
4. Monitor & Review
5. Report & Communicate


A risk’s rating can be reduced (treated) by one or more of the following activities:
· Avoid the risk: Discontinue or not proceed with the activity that causes the risk.
· Modify the activity: Change some or all aspects of the activity to reduce likelihood or impact.
· Enhance existing controls: Strengthen or improve the effectiveness of risk management activities already in place.
· Implement new controls: Introduce additional actions or safeguards to further reduce the negative consequences if the risk were to occur.
· Transfer or share the risk: Shift part or all the risk to another party (e.g., through insurance, contracts, or partnerships).
Risk action plans must be developed for risks that have the real potential to exceed risk appetite direction. The risk action plan describes the treatment, implementation requirements, expected results and frequency for monitoring and reporting. A risk without an action plan assumes that the risk accepted.
A risk’s original rating is considered its inherent rating. After a risk is treated, it is re-assessed, and its new rating is its residual rating.
The Risk Action Plan template provides fields to describe a feasible treatment plan, including information on “who does what by when?” and what is the expected outcome of the treatment, e.g., a lower likelihood score, a lower impact score.
Document the risks, activities to mitigate the likelihood and/or impact of the risk, and its inherent and residual ratings in:
· a Risk Action Plan for the risk (Template Appended)
· the Risk Register (Template Appended)
If existing resources are not sufficient to remediate a risk to a lower rating, the issue may be escalated at this time or as a part of Risk Reporting, step 5. Escalation should (1) report on the status of the risk, and (2) request decision on accepting the risk or investing in its remediation.

[bookmark: _Toc215147140]Step 4: Risk Monitoring & Review
1. Identify
2. Assess & Prioritize
3. Treat 
4. Monitor & Review
5. Report & Communicate

The Secretary-Treasurer/ERM Coordinator reviews progress as part of regular leadership team meetings, ideally this is done at least quarterly. Review is done to ensure:
· Completion of the on-going risk identification and assessment process, including the complete updates by risk owners for the risk register and in Risk Action Plans; and
· Implementation of Risk Action Plans.

[bookmark: _Toc215147141]Step 5: Risk Reporting and Communications
1. Identify
2. Assess & Prioritize
3. Treat 
4. Monitor & Review
5. Report & Communicate

To ensure effective communication of risks and risk management actions throughout the District’s operations, key stakeholders should be kept informed about risks, their status, and the plans to manage them. 
When reporting risks to leadership and/or the Board, note whether each key risk is within, approaching, or exceeding the district’s stated risk appetite to support clear and consistent decision-making.


It is the Secretary-Treasurer’s/ERM Coordinator role to:
· Ensure that the leadership/Board receives a high-level dashboard report on performance and anticipated risk management needs as part of planning and budget approval process(es); and that
· Staff risk owners contributing to the process are advised of leadership’s/Board’s decisions and understand further treatment requirements.
[bookmark: _Toc215147142]Framework Review Frequency
This ERM Framework, and supporting templates, should be reviewed at least every 3-5 years or if there is significant change in the District’s strategic or risk profiles.
[bookmark: _Toc215147143]Change Summary
[Use this section to track changes and approvals to the district’s ERM framework. Typically, changes are recommended by leadership to the Board for approval]

Version Control

	Version
	Date
	Summary of Significant Changes
	Approval

	1.0
	--
	--
	[Board]

	
	
	
	

	
	
	
	



[bookmark: _Toc215147144]Appendix 1: Risk Rating Scales Defined with Examples
Use these scales when assessing each risk’s Likelihood and Impact. Timeframes align with typical district planning cycles (3–5 years) and asset management (10–50 years) horizons.
[bookmark: _Toc215147145]Likelihood Scale
	Rating
	Definition
	Typical Timeframe / Example

	5
Almost Certain
	Happens often; already occurring or part of operations.
	Occurs every year or more (e.g., staff absences, IT interruptions).

	4
Likely
	Has happened before and is likely to occur again.
	Occurs at least once in 3–5 years (e.g., funding shortfall, minor system failure).

	3
Possible
	Could occur under certain conditions, but not routine.
	May occur once in 5–10 years (e.g., major facility repair, leadership turnover).

	2
Unlikely
	Rare, though not impossible under unusual circumstances.
	Could occur once in 10–20 years (e.g., long power outage, major policy change).

	1
Rare
	Has not happened before; highly improbable.
	Might occur once in 20–50 years (e.g., catastrophic building loss, severe natural disaster).



[bookmark: _Toc215147146]Impact Scale
	Rating
	Plain Definition
	Typical Example

	5
Catastrophic
	District-wide impact or severe harm to people, assets, or reputation.
	School closure, injury, major data loss, or funding collapse.

	4
Major
	Requires Board or Ministry attention; significant cost or service impact.
	Extended program disruption, media coverage, or large repair cost.

	3
Medium
	Short-term or localized issue; handled within current resources.
	Temporary outage, facility repair, or moderate financial variance.

	2
Minor
	Easily managed within school or department.
	Brief service gap, small error, or short absence.

	1
Low
	Negligible or no impact on people, operations, or finances.
	Minor delay or inconvenience.


[bookmark: _Toc215147147]Appendix 2. Glossary of key terms
	Term
	Definition

	Audit & Risk Committee
	A Board committee (or the Board itself, if no committee exists) responsible for reviewing risk information in the context of budget, audit, and exposure to liabilities.

	Board of Education (the Board)
	The elected governing body that approves the ERM Framework, reviews top district risks, and ensures risk management is integrated into strategic and budget decisions.

	Control
	Any existing policy, procedure, or activity that reduces the likelihood or impact of a risk. Controls may be preventive (reduce likelihood) or mitigative (reduce impact).

	Enterprise Risk Management (ERM)
	A structured and consistent process for identifying, assessing, managing, and monitoring risks across all district functions to support informed decision-making and achievement of strategic goals.

	ERM Framework
	The overarching policy and process document that outlines how the district identifies, assesses, treats, monitors, and reports risks.

	Event
	An occurrence or change in circumstances that could have an effect on the achievement of objectives; may be a risk (uncertainty) or an issue (event that has already occurred).

	Framework for Enhancing Student Learning (FESL)
	The provincial framework that links strategic planning, reporting, and accountability for student learning and success.

	Governance
	The structures and processes used by the Board and leadership team to direct, oversee, and account for risk management.

	Impact (Consequence)
	The potential severity of effect on the district’s strategic, operational, financial, or compliance objectives if a risk were to occur.

	Incident Reporting
	The formal process of recording and communicating recent events that cause, or could have caused, harm, loss, or disruption.

	Inherent Risk
	The level of risk before any controls or treatment actions are implemented.

	Issues Management
	The process of identifying, assessing, and addressing problems or concerns that already occurred or are actively occurring.

	Likelihood (Probability)
	The estimated frequency or chance that a risk event could occur.

	Residual Risk
	The level of risk remaining after existing or new controls and treatments have been applied.

	Risk
	The effect of uncertainty on the achievement of objectives; a risk can represent a potential threat or opportunity.

	Risk Appetite
	The amount and type of risk the Board and senior leadership are willing to accept in pursuit of objectives.

	Risk Assessment
	The process of analysing identified risks to determine their likelihood, impact, and overall rating.

	Risk Category
	A classification used to group similar types of risks (e.g., Financial, People & Culture, Governance & Compliance, Educational Program Delivery, Facilities & Infrastructure, Technology & Data, Reputation & Community Trust).

	Risk Driver
	The underlying cause or source that gives rise to a potential risk event.

	Risk Management Cycle
	The five steps of ERM: Identify → Assess & Prioritize → Treat → Monitor & Review → Report & Communicate.

	Risk Owner
	The individual accountable for monitoring, managing, and reporting on a specific risk.

	Risk Rating
	The numeric score or qualitative level (e.g., Very Low to Extreme) derived from the combination of likelihood and impact.

	Risk Register
	The district’s central record of identified risks, their ratings, owners, and treatment actions.

	Risk Treatment (Mitigation)
	Actions taken to reduce, share, transfer, or otherwise manage the likelihood or impact of a risk to an acceptable level.

	Secretary-Treasurer
	The senior administrator accountable for ERM delivery and integration with financial, operational, and strategic processes; maintains the district’s risk register.

	Superintendent
	The senior leader responsible for ERM implementation and integration with strategic planning, operational plans, and FESL reporting.

	Tolerance
	The acceptable variation in performance relative to objectives; the level of risk exposure that remains acceptable within appetite limits.



- End of document -
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